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The cell key method at the Research Data Centres of the Statistical Offices 
of the Federation and the Federal States 

Part 2: Effects of the new confidentiality procedure 

Patrick Rothe1, Volker Güttgemanns2, Johannes Rohde3, Stefanie Setzer4,  

Abstract: 

The cell key method is a disclosure control method that was primarily developed to ensure the 
confidentiality of frequency tables. Extensive analyses are frequently carried out in the Research Data 
Centres of the statistical offices of the Federation and the Länder, and the new method can affect the 
presentation of the results. This article describes the effects that the method has on the quality of 
results, frequency tables, ratios and time series.  
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I. Introduction 

The Statistical Offices of the Federation and the Federal States are introducing a new method to ensure 

statistical disclosure control for selected statistics: the cell key method (CKM)5. In order to ensure 

confidentiality of the results across all publications, the Research Data Centres (RDC) of official 

statistics apply this procedure accordingly. The article “The cell key method at the Research Data 

Centres of the Statistical Offices of the Federation and the Federal States – Part 1: Introduction of the 

new confidentiality procedure” (Setzer et al. 2024) describes the procedure in detail. 

The protective effect of the cell key method arises from a post-tabular perturbation of all frequency 

counts. In the perturbed table, it is ultimately no longer possible to see which values were perturbed 

and which are still equal to the original value. This approach represents a big difference to the cell 

blocking that has been predominantly used so far, in which reported values always correspond to the 

original value, but particularly small numbers of cases are blocked. The effects of the new procedure 

on the quality of results, frequency count tables, ratios and time series are presented in this article. 

Chapter 2 describes in detail the effects on frequency count tables, while Chapter 3 deals with the 

effects that the cell key method can have on ratios. The application of the cell key method can also 

have an impact on time series, as shown in Chapter 4. The article concludes with a brief conclusion on 

the use of the new confidentiality procedure in the Research Data Centres. 

II. Effects on frequency count tables 

1. Short overview 

Two main effects are particularly noteworthy for frequency count tables that were perturbed using the 

cell key method: 

➢ Tables kept confidential using the cell key method are always consistent. If logically identical 

table fields occur in different tables (for example in a univariate case number table and as the 

marginal value of a cross table), the same perturbed frequency count is always stated. This is 

ensured by a predetermined transition matrix and the record key, which is permanently assigned 

to the individual survey units. 

➢ Tables kept confidential using the cell key method are not additive. Since inner and marginal 

table cells are perturbed independently, the perturbed inner cells do not add (or only add 

randomly) to the perturbed marginal totals. Restoring additivity would be possible in theory but 

                                                           
5 The cell key method was developed by the Australian Bureau of Statistcs (Fraser/Wooton, 2005). 
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would affect the consistency and quality of the results and also increase the required computing 

time, which is why this is abstained from. 

2. Effects in detail 

Additivity and consistency of the confidential table results represent two essential requirements for 

statistical disclosure control methods. These two properties are of particular importance, especially in 

the context of using the cell key method. 

Additivity in a table is given if the inner table cells can be added to the total shown in the corresponding 

marginal cell – which is normal for an unedited table and is generally expected by users. However, 

certain statistical confidentiality procedures that come from the family of data manipulation methods 

result in this property being violated. This means that the sum of the added inner table cells does not 

necessarily correspond to the marginal value shown in the table. This described effect (“non-additivity”) 

also occurs using the cell key method and arises because each table cell is subjected to the data-

changing algorithm separately – i.e. independently of all other table cells. Inner fields are therefore 

treated in the same way as the intermediate or total sums of the table. This separate procedure usually 

causes a loss of the additivity property. 

At first glance, this effect can seem irritating to users. However, this approach ultimately leads to better 

results concerning data quality and information preservation: The separate perturbation of each table 

cell prevents deviations from adding up across a table row or column. Thus, the marginal values do not 

differ greatly from the original values. Otherwise and in extreme cases, a modification by the amount of 

the maximum deviation multiplied by the number of involved table cells could not be ruled out for 

marginal totals. However, the independent perturbation of all table cells, including table cells with 

subtotals or totals, means that the modified value can never deviate further from the original value than 

the previously set maximum value allows.6 

However, this advantage in terms of data quality comes at the price of the discrepancy between the 

added totals of the individual table cells and the subtotals and totals shown in the table. This difference 

can be significant under certain circumstances. Therefore, users should refrain from carrying out 

calculations with the information from result tables that were kept confidential using the cell key method, 

but rather use the total cells shown in the table. 

Non-additivity is particularly noticeable when only a few table cells contribute to a marginal total and 

this can be determined very quickly using simple mental arithmetic. An example of this is the breakdown 

of the variable “gender” according to the three characteristics “female”, “male” and “diverse” in a 

                                                           
6 Further considerations concering the non-additivity can be found in Höhne/höninger (2018). 
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fictitious table: The summation of the frequency counts in the three inner fields is very easy, although it 

is very likely that the sum calculated by adding the three inner fields differs from the total shown in the 

confidential table. However, in larger tables with a larger number of contributing columns or rows, this 

problem is not immediately noticeable. 

Consistency, on the other hand, refers to the property of a specific table cell to always show the identical 

content value - regardless of the specific table in which this combination of characteristics is shown. 

Not all confidentiality procedures can guarantee this, as it is essential to ensure that the same content 

table cell is treated identically in all cases by the chosen method. The cell key method is able to fulfill 

this property due to its design. This is ensured by aggregating the record keys that contribute to an 

individual table cell into the cell key, which gives the procedure its name. Since this turns out to be 

identical when the same combination of feature carriers is concerned, the data modification is always 

identical. This applies regardless of the table or publication method the corresponding table field is 

published in. 

In addition to greater user-friendliness (e.g. independence from the time of the results retrieval) this 

feature also goes hand in hand with increased protection of the data and the parameters used to perturb 

it. In contrast, if the behavior was not consistent, the underlying original information could be inferred - 

at least approximately - from a larger number of result retrievals, since the positive and negative 

deviations from the resulting mean average balance out in an unbiased procedure. 

Figure 1 is based on an example from the article “The cell key method at the Research Data Centres 

of the Statistical Offices of the Federation and the Federal States – Part 1: Introduction of the new 

confidentiality procedure” (Setzer and others, 2024) and shows the modifications of the marginal cells 

that can be caused by the cell key method. 
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Figure 1: Effects of the cell key method on the additivity of a frequency count table 

3. Further quality criteria 

A confidentiality procedure should always be designed in a way that ensures the balance between the 

protection of the respondents' information and the preservation of the information potential of statistics. 

In addition to the aspects of consistency and additivity already explained, Höhne/Höninger (2018) name 

three further fundamental objectives of secrecy procedures, with different procedures prioritizing the 

individual goals differently. Overview 2 presents these objectives and addresses their fulfillment by the 

cell key method and the cell blocking that is currently mainly used in Research Data Centres. 
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Objective Cell key method Cell blocking 

1. No 
implausible 
values 

The design of the transition matrix can 
ensure that no implausible results are 
generated in frequency count tables (original 
frequency count 0 is not changed). 

However, when calculating key figures, 
implausibilities can arise, especially if the 
frequency count is small, for example if the 
numerator and denominator of ratios are 
changed in opposite directions or the sign 
changes in trend analyses. However, these 
undesirable effects can be avoided by taking 
appropriate measures. 

The frequency count will not be changed, but 
will be blocked if the number of cases is too 
low. Therefore, implausible case numbers 
cannot arise. This also applies to the 
calculation of key figures and time series. 

2. Protection of 
individual 
data 

When designing the transition matrix, it is 
ensured that the modifications are large 
enough to ensure the protection of the 
individual data. 

Frequency counts below a set minimum 
frequency count are blocked; counter-
blocking prevents re-calculations. The 
protection of individual data is therefore 
ensured if the procedure is used correctly. 

3. Acceptance 
of results 

When designing the transition matrix, it is 
considered that the modifications are (in 
accordance with item 2) small enough to be 
accepted by the majority of users. 

Depending on the size of the 
(sub)population under consideration and the 
level of detail of the analysed characteristics, 
some users consider the blocks to be too 
restrictive. 

4. Results are 
consistent 

Logically identical table cells are always 
perturbed with the same value. 

Blocking patterns are also implemented 
across tables so that modifications are 
consistent when the cell blocking procedure 
is implemented correctly. However, with 
frequently used statistics and many result 
tables, overlooked connections between 
table cells can cause mistakes. 

5. Results are 
additive 

Due to the independent perturbation of the 
individual frequency counts, tables that are 
kept confidential are not additive.1 

Additivity is retained in tables as long as 
there are no blocks. 

 

 Objective fully achieved  Objective partly achieves  Objective not achieved  
1  Additivity could be restored by an algorithm that changes the perturbed values so that the inner table cells sum equals the marginal cells. 
However, this approach would have two decisive disadvantages: on the one hand, establishing additivity requires additional computing 
power and extends the time required to create the table; on the other hand, the results would no longer be consistent, which would 
significantly affect the quality of the results. 

Figure 2: Comparison of cell key method and cell blocking concerning the achievement of non-disclosure objectives 

On the question of acceptance of the results (item 3): Overall, internal test calculations by the statistical 

offices have shown that the loss of information caused by the application of the cell key method is small 

if suitable parameters are chosen (Rohde and others, 2021). It should be noted that with small (original) 

frequency counts, perturbations with a small value in absolute terms can already have a strong effect: 

For example, if the original frequency count 3 is perturbed with the value + 6 (+ 200%), the relative 

deviation is significantly higher than for the perturbation of a higher frequency count with the same 

perturbation value (e.g. + 0.6% for the original frequency count 1,000). The generation of tables with 
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many small frequency counts should therefore be avoided, if possible, by not carrying out evaluations 

at an unnecessarily deep regional or subject level. 

III. Ratios 

Ratios are mathematical relationships between statistical quantities that represent a meaningful 

connection. In general, three categories of ratios can be distinguished (Bourier, 2011): 

➢ Structural numbers: These relate a partial size to the total size and are often referred to as 

proportion values. Example: gender quotas. 

➢ Relational numbers: Here, different variables are related to one another that have a factual 

connection. Example: gross domestic product per inhabitant. 

➢ Measurable numbers: These relate quantities that are similar in content, but at different times, 

periods or regions. Example: change in gross domestic product in comparison to the previous year. 

Calculating ratios is a common method in scientific research. Thereby, it is important to observe the 

applicable confidentiality regulations, especially in the context of research projects in the Research 

Data Centres. Against this background, a fundamental requirement is to ensure confidentiality in 

accordance with subject-specific concepts in order to ensure a consistent approach across different 

analyses and publications. This may also require special statistical regulations for dealing with ratios, 

which must be considered by the Research Data Centres and their users. 

For users of the Research Data Centres, it is crucial to understand the statistical disclosure control 

methods and its effects in order to be able to assess the quality of the calculated ratios themselves. 

The following section explains the effects of the cell key method on ratios and on their significance. 

1. Effects on ratios 

The basis for the confidentiality of ratios using the cell key method is the modification of the numerators 

and denominators according to their cell keys. This implies that, especially with small frequency counts, 

the calculated ratio can differ significantly from the value of the non-perturbed ratio. These inaccuracies 

decrease with larger frequency counts. For this reason, it is not recommended to calculate ratios that 

are based on only a few cases. 
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2. Handling of ratios 

Ratios are often calculated from the perturbed frequency counts of the numerator and denominator, 

which is here referred to as the “a posteriori ratio”.7 Data-altering statistical disclosure control 

procedures like the cell key method can therefore lead to undesired effects: 

➢ Inaccuracy: When using the cell key method, the direction of modifications in the frequency 

counts can randomly be in opposite directions, i.e. the numerator and denominator are changed 

by a large positive or negative value (or vice versa). This can lead to significant deviations 

between the original and the a posteriori ratio, especially for small frequency counts. However, 

this effect diminishes with increasing frequency counts. 

➢ Implausibility: Another undesired effect can occur if, for example, after the modification, the 

originally smaller numerator is larger than the modified denominator. In this case, a posteriori 

proportion values of over 100% would occur. 

➢ Change of statement: Especially when analysing time series, the application of the cell key 

method can lead to trend distortions or even a trend reversal (see chapter 4). 

While the perturbation of frequency counts shows a fixed variance, Enderle and others (2018) note that 

this does not apply to ratios calculated based on two perturbed values. The original frequency counts 

from which the ratio is calculated play a major role in the extent of the deviation of the actual ratio value 

𝑅 ≔ 𝑋/𝑌 from the perturbed ratio 𝑅̂ ≔ 𝑋̂/𝑌̂: the bigger the frequency counts 𝑋 and 𝑌, the smaller the 

deviation of the ratio. To illustrate the problem of small frequency counts, Enderle and others (2018) 

give the following example: The relatively small original frequency counts 𝑥 = 4 and 𝑦 = 4 are related 

to each other. The following applies to the actual ratio: 𝑅 = 4/4 , i.e. 100%. With a maximum deviation 

of 𝐷 = 3, the perturbed frequency count could take on the values 𝑥 = 𝑥 + 𝐷 = 7 and 𝑦̂ = 𝑦 − 𝐷 = 1. 

The perturbed ratio value would then be 𝑅̂ = 7/1, i.e. 700%. 

3. Assessment of a ratio’s quality 

Scientists must be able to assess the quality of a share value. This requires information about the 

distribution of random deviations from the original size, although the details of these deviations cannot 

be disclosed. To assess the quality of share values, the relative standard deviation can be used as a 

measure of the scatter around the original frequency count.8 

                                                           
7 Further suggestions for techniques for using stochastic perturbation on ratios that are formed as a quotient from 
two sums of values can be found in Gießing (2013). 
8 Instead of the absolute standard deviation, the relative standard deviation is used as a measure of quality as this 

relates the random scatter around the original number of cases to the size of the original value. 
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Assume that 𝑞𝑥𝑦 represents the probability that a modified proportion value 𝑣̃ ∶= (
𝑥

𝑦
)

̃
 is based on the 

original numerator 𝑥 ∈ 𝒟𝑥 and the original denominator 𝑦 ∈ 𝒟𝑦 and 𝑑(𝑣)𝑥𝑦 represents the deviations 

between the modified proportion value 𝑣̃ and the possible original proportion value 𝑣 then the (absolute) 

standard deviation for the modified share value 𝑣̃ can be approximated as follows: 

𝜎(𝑣̃) =  
√
∑ 𝑞𝑥𝑦 ⋅ 𝑑(𝑣)𝑥𝑦

2

x∈𝒟x
y∈𝒟y 

 

The corresponding Relative Root Mean Square Error (RRMSE) or the approximated relative standard 

deviation (also called coefficient of variation) for the modified proportion value 𝑣̃ is then obtained 

according to  

𝑘(𝑣 ) =
𝜎(𝑣 )

𝑣 
. 

For averages or ratios in which the sum of values in the numerator and/or denominator (modified if 

necessary) is included in the calculation, the described method requires some adjustments. An 

alternative approach is to determine the relative standard deviation of 𝑣 using the transition probabilities. 

For higher education statistics, the effects of different parameterisations on the quality of ratios were 

examined. The result shows that the choice of the probability of stay and the maximum deviation from 

the original frequency count are not the decisive factors for the quality of ratios. Rather, the quality 

depends primarily on the size of the underlying frequency counts that are included in the calculation. 

Accordingly, small frequency counts in particular affect the quality and significance of the ratios. 

Sufficient statistical significance be only be guaranteed when the base numbers in the numerator and 

denominator reach a certain size (Enderle/Vollmar, 2019). 

4. Recommendations concerning the calculation of ratios 

Without knowledge of the unmodified ratios, it is not possible for users to assess the quality of a ratio. 

The size of the relative standard deviation or RRMSE depends primarily on the size of the included 

frequency count. It is therefore generally recommended to only calculate ratios based on sufficiently 

large sample sizes in the numerator and denominator as the variance in these cases tends to zero 

anyway. 

If the calculation of individual ratios based on small frequency counts is essential for a research 

question, users of the Research Data Centres can ask their supporting RDC location for support. 
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IV. Time series 

Time series are valuable instruments for displaying temporal progressions and developments. Key 

figures are calculated based on points in time or time periods. This allows analysis of absolute or 

relative changes over time. 

As with the calculation of ratios, the applicable confidentiality regulations and specific regulations for a 

given statistics must also be observed when looking at time series. 

1. Effects on time series 

The use of the cell key method can have negative effects on the analysis of time series. This applies 

both when comparing two survey years kept confidential using the cell key method as well as when 

considering two survey years that are kept confidential with different methods, i.e. when comparing the 

survey years before and after the introduction of the cell key method. Especially if there are very small 

differences in the unmodified frequency counts in the two compared observation periods, differences 

between the survey years could be increased or decreased if the values under consideration are 

modified in opposite directions. In extreme cases, even a trend reversal is possible. Very weak changes 

over time should therefore be interpreted with caution when using the cell key method. 

2. Handling of time series 

Time series are based on data from different time periods and used to analyse the development of 

issues over time. The individual data points for the different reporting periods form the basis for 

corresponding considerations. 

Generation of differences from modified data points can lead to less certain results. This is particularly 

true when a difference is calculated based on small frequency counts. 

When calculating differences, specific challenges must be considered when maintaining confidentiality 

using the cell key method: 

I. Handling differences when both data points come from CKM data sets 

When it comes to the difference between two randomly modified data points, similar challenges can 

arise as with balances (see section 4.3). This is particularly true when the frequency count is small and 

when the individual points show strong, opposite modifications. As a consequence, applying the cell 

key method could theoretically cause changes in trend strength and even reverse trends. 

There are (statistic-specific) solutions to these challenges. In the 2022 census, a method was chosen 

that avoids a sign change. In population statistics and higher education statistics, however, the 

difference is formed from the two perturbed data points. From a methodological point of view, this leads 
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to a doubling of the variance specified in the CKM parameters. If 𝑋1 and 𝑋2 are two modified data points 

with identical variance 𝑉 specified as a CKM parameter, their difference is: 

𝑉𝑎𝑟(𝑋1 − 𝑋2) = 𝑉𝑎𝑟(𝑋1) + 𝑉𝑎𝑟(𝑋2) = 2𝑉 

Compared to the individual absolute frequency count, this increases the risk of a larger deviation from 

the original difference. However, if the time series (or the individual data points) are based on sufficiently 

large frequency counts, the effect of distorting the trend strength becomes negligible. 

In order to minimize the risk of a significant change in the trend strength, the Research Data Centres 

recommend that analyses in scientific publications based on time series to only be carried out on the 

basis of a sufficiently large frequency count. The sample size limit depends on the used statistics and 

the considered characteristics. The RDC location responsible for the respective statistic can provide 

advice on this. 

II. Handling of differences when the data points come from data sets using different 

confidentiality methods 

If the confidentiality procedure changes between two reporting times, for example by switching from 

cell blocking to the cell key method, this leads to a methodological break in the time series. In this case, 

the Research Data Centres have stipulated that no differences may be calculated at the point of break, 

i.e. where the confidentiality procedure is changed. In consequence, the time series is interrupted at 

the breaking point. Comparisons between the reporting dates of the changeover are therefore not 

possible. However, some specialist statistics, such as the census, have decided to subsequently ensure 

confidentiality for earlier years of their statistics using the cell key method. Corresponding comparisons 

based on the two sets of data kept confidential using the cell key method are then possible again. The 

information as to whether this was implemented for a specific statistic can be found in the corresponding 

metadata reports provided by the Research Data Centres. 

3. Handling of balances 

In terms of the fundamental problem, dealing with balances is very similar to dealing with time series. 

If a balance, i.e. the difference between two modified frequency counts, is calculated (for example the 

migration balance in population statistics), the combination of two stochastic variables leads to greater 

uncertainty in the result. This happens because the variance of the difference is doubled compared to 

the existing variance when modifying individual frequency counts (see section 4.2). This can distort the 

significance of the balance when the frequency count is small. There is also the theoretical possibility 

that when using the cell key method, the sign of the balance changes if both original frequency counts 

are modified in opposite directions and the frequency counts are both small and close to each other. 
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However, the relative effect of such distortions due to possible large deviations from the original 

difference decreases with larger underlying sample sizes - similar to ratios and time series differences. 

The Research Data Centres therefore recommend that when balancing, corresponding evaluations 

should only be carried out on the basis of sufficiently high frequency counts. If there are many small 

frequency counts, the evaluation should, if possible, be carried out at a higher regional or subject-

specific aggregation level (for example, districts instead of municipalities or 4-digit economic sectors 

instead of 5-digit ones). Weakly populated categories should also be grouped as well. 

V. Conclusion 

Compared to traditional confidentiality methods, especially the widespread cell blocking, the cell key 

method has some advantages in terms of balancing the loss of information and the risk of detection. 

However, this article has shown in detail that data users and Research Data Centres also have to 

take new special features into account when evaluating and interpreting the results that are kept 

confidential using the cell key method. 

Since the cell key method is designed to keep frequency count tables confidential, problems can arise 

with further analyses based on ratios, time series and balances. Those can be avoided if evaluations 

are always carried out on the basis of sufficiently large frequency counts. If problems or uncertainties 

arise when accessing data via the Research Data Centres, users can contact their supporting RDC 

location at any time. 
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