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The Cell Key Method at the Research Data Centres of the Statistical
Offices of the Federation and the Federal States

Part 1: Introduction of the new confidentiality procedure

Stefanie Setzer', Johannes Rohde?, Volker Giittgemanns®, Patrick Rothe*

Abstract:

The Research Data Centres of the Statistical Offices of the Federation and the Federal States
introduce the cell key method for selected statistics as a new procedure for maintaining confidentiality.
This method protects respondents from re-identification by creating uncertainty about the number of
cases actually contributing to the result by perturbing the number of cases. The article presents how
the cell key method works and provides both an easy-to-understand introduction to the topic and
detailed methodological information.
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l. Introduction

The Research Data Centres (RDC) of the Statistical Offices of the Federation and the Federal States
provide microdata for scientific use. To ensure data protection, there are two options: either
anonymisation, in which data is modified in such a way that no confidentiality risks can arise during
evaluation before it is made available to the scientific community, or confidentiality, in which the data is
protected by modifying the results. The procedure is chosen depending on the way of data access: In
the so-called off-site ways of access, where the data is transmitted to the users, the data is anonymised.
This is always accompanied by a loss of information. When using on-site ways of data access, i.e. a
safe centre or remote execution, the data remains in the secure premises of the statistical offices. There,
the full information potential of the data can usually be retained. However, the generated results are

subject to a confidentiality check.

Anyone who has already used one of the Research Data Centres on-site ways of access knows the
effects of this confidentiality check: After the results have been made available, three large X often
catch the viewers eye. The Research Data Centres usually use this blocking pattern if the publication
of a result represents a confidentiality risk. But why are the Research Data Centres so concerned about

confidentiality? And are there alternatives to the three big X's?

Chapter 2 answers the question of why confidentiality is so important to the Research Data Centres.
The cell key method as an alternative to blocking with the three capital X is explained in Chapter 3.
Chapter 4 then formally explains the methodology of the cell key method. A short conclusion with a

reference to the second part of the article concludes the paper.

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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Il. Statistical disclosure control in the Research Data Centres

1. Why do the Research Data Centres take confidentiality so seriously?

The answer to this question is simple: because they are legally obliged to do so. The obligation to
maintain confidentiality is regulated in Section 16 of the Federal Statistics Act (Bundesstatistikgesetz —
BStatG). According to this, "individual details about personal and factual circumstances that are
provided for federal statistics [...] must be kept confidential™ (Section 16 (1) BStatG). However, this
paragraph also regulates exceptions that allow statistical offices and the scientific community to publish
data and results under certain conditions. Publication is possible, for example, if the individual data has
been combined with the results of other respondents or if the individual data cannot be attributed to the
persons concerned. These two exceptions allow data and results to be made available and at the same
time constitute the obligation to maintain confidentiality. The publication of results is permitted as long

as the results allow no conclusions about individuals.

The reason for this legal regulation and the therewith stated high value of confidentiality is easy to
understand: Official statistics surveys often state the obligation for respondents to provide information.
Respondents - be they individuals, companies, businesses or others - are therefore often unable to
decide for themselves what specific information they wish to reveal. In order to compensate for this
interference with informational self-determination, the legislator guarantees respondents that their

information cannot be assigned to them. The same applies to surveys with voluntary participation.

The respondents' trust in the non-attributability of their information is the basis which ensures that
questions are answered truthfully without fear of disclosure. It therefore contributes significantly to the
high quality of the data. The protection of the entrusted data is therefore always the top priority for

official statistics - and therefore also for the Research Data Centres.

2. The current standard: cell blocking

Up to now, the statistical offices have generally ensured confidentiality by means of cell blocking®. With
this form of confidentiality, all information that poses a confidentiality risk is replaced by a blocking
pattern ("XXX"). This procedure has proven itself in official statistics, but has some serious

disadvantages:

» Loss of information: Using cell blocking, not only the critical data itself is blocked (primary
blocking). To prevent these values from being recalculated, they must be counter-blocked with

non-critical data (secondary blocking). If blocked data can be recalculated via other tables,

German original: “Einzelangaben {iber personliche und sachliche Verhéltnisse, die fiir eine Bundesstatistik gemacht werden, sind [...] geheim zu halten.“
8 In addition, the method SAFE — Sichere Anonymisierung Fiir Einzeldaten (Secure Anonymisation of microdata) was used for the census 2011 (Hohne, 2015).
Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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blocks must also be inserted there (cross-table blocking). This means that a single value that
has to be blocked can quickly result in a large number of other blocks of values that are not
critical themselves.

High effort: Since the confidentiality check for cell blocking cannot usually be fully automated,
the confidentiality check is very time-consuming and resource-intensive and users sometimes
have to wait a long time for their results.

Dissatisfaction: This method implies that not all values of interest can be published. In some
cases, entire tables have to be blocked. Cell blocking therefore often leads to dissatisfied data

users.

3. The new confidentiality procedure: the cell key method

Due to the disadvantages of cell blocking described above, the statistical offices have decided to

introduce the cell key method (CKM) for some first statistics.” This decision has a direct impact on the

provision of data in the Research Data Centres as they always ensure confidentiality in accordance

with the confidentiality rules defined by the specialised departments. The cell key method is a data-

modifying procedure to ensure the confidentiality of frequency count tables. The advantages of the

method are:

>

>
>
>

Using the cell key method there are no blocked cells.
The results show a high data quality and cross-table consistency.
The effort for the confidentiality check is notably less.

Disclosure risks through mistakes in the cross-table confidentiality check can be ruled out.

However, these advantages are accompanied with some disadvantages:

>
>
>

Using the cell key method, tables are no longer additive.

Especially for frequency counts, the perturbation can be relatively high.

Since the cell key method is originally a procedure to ensure the confidentiality of frequency
count tables, additional effort may be required to check the results of multivariate analyses.
The cell key method is less intuitive than other confidentiality methods and therefore requires

extensive explanations.

The cell key method is presented below for the basic form of ensuring the confidentiality of frequency

count tables.

” The Cell-Key-Method was originally developed by the Australian Bureau of Statistics (ABS).

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53

7



. l-:IIE‘.I.'II.I-IIHE:«.[]..-'I.] I IJ:fi rIII REMN
lll. Functionality of the cell key method

The cell key method is a post-tabular data-modifying confidentiality procedure. This means that the
procedure starts with the generation of results and confidentiality is achieved by modifying frequency
counts. The protective effect is achieved by creating uncertainty with regard to the original frequency
count by imposing an error term on each table value. The procedure ensures that the perturbation is
consistent, i.e. that logically identical case numbers remain identical across all tables. Thus, marginal
totals of a cross-tabulation, for example "federal state x age", always state the same values that are
also stated in the corresponding univariate frequency count tables of the two variables. This applies

regardless of whether the value appears as an internal or marginal table cell.

The following sections provide a step-by-step explanation of the functionality of the cell key method.
Please note that a great advantage of the cell key method is that the realisation of confidentiality itself

is mostly automated.

1. Record Keys

To apply the cell key method, an additional variable D Age e Record Key
which contains the so-called record key is first added 1 young medium 0,54
to the initial data set. It consists of a random number 2 | young high 0,68
between 0 and 1 which | tly assigned t & old ow 014
etween 0 and 1 which is permanently assigned to 2 old edium 0,93
each unit of observation. 5 young medium 0,51
To illustrate this, figure 1 shows data for a fictitious o old medium 0,37
7 old low 0,84
municipality in which the age and income of all adult 3 old high 0,19
residents are recorded in classified form. For clarity 9 old medium 0,26
reasons, a record key with only two decimal places 10 | young high 0,43
. . . ) 11 old medium 0,99
is assigned; in real use cases, the number of decimal -
12 young medium 0,74
places is usually higher. 13 young medium 0,65
14 old lowe 0,79
15 old medium 0,25
\ M J
1 \
Original dataset Assigned
record key

Figure 1: Assigning the record keys to the original data set

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53



2. Transition matrix

The transition matrix determines the value with which a frequency count is perturbed (Kleber/Gieling,
2018). For each original frequency count, the probability with which it will be modified to a certain other
value is decided. In Table 1, for example, the original frequency count 10 would remain a 10 with a
probability of 0.7, would become a 9 or 11 with a probability of 0.1 and would become an 8 or 12 with
a probability of 0.05. That way, various framework conditions can be defined, for example the maximum
deviation, the probability of retaining an original frequency count, the exclusion of 1 and 2 in the

perturbed table or a higher probability of retention for higher frequency counts.

Criginal Perturbed frequency count

frequency of 1| 2[ 3] 4 s| s 7| 8 9 10| 11| 12| 13] 14| 15| 16] 17
0 o o o o 0O O O O O O O O O O O
1 o788 0z o o o o o o o o o o o ©o 0 O
2 o3l 0o o o o o o0 o 0o o o o o o0 0 o
3 ol @@P8lossois 0 o o o 0o o o o o 0 0 O
4 o8 o.2s @8 020005 0o 0o o o o o 0o ©o © 0 O
5 ofjj@8oos 0205 02005 0 o o o o 0O o ©O 0O O
6 0005 028 o200 0o o 0o 0o o 0o 0o 0 o
7 0 0005 02088 02005 0o 0o 0o o 0o 0o 0 o
8 o o o005 o288 o200 0o 0o o 0o 0o 0 o0
g o o o o005 o288 02005 0 o 0o 0o o0 o
10 o o o o o005 o1l oio0s o o o o0 o
11 o o o o o o005 Oi1fJfl c100s 0o 0o o0 o
12 o o o o o o ooos oiff@ o100 0 o0 o
13 o o o o o o o o005 o1l o1005 o0 o
14 o o o o o0 o o o 0005 o1 o1005 o
15 0 0o o o o o o o o ooos o1l o1o00s

- Zeroes remain unmodified
I Moloriinthe perturbed table
Maximum deviation +/-2

I Higher probalility of unmaodified values for higher frequency counts

Figure 1: Fictional example of a transition matrix

Please note that this is a fictitious example of a transition matrix in order to simplify its possible design.
It would also be possible, for example, to specify that all zeros in the perturbed table are real zeros, that
no value remains unchanged or that large perturbations are more likely than small ones. As the
transition matrix thus controls how (dis)similar the original and the perturbed table are, it represents the
core of the cell key method and is designed with great effort. The actual transition matrices as well as
the defined framework conditions are subject to strict confidentiality. Both are specifically adapted to
the respective requirements of each statistic.

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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3. Perturbation tableau

A perturbation tableau is created on the basis of the transition matrix (Kleber/GieRRing, 2018). To

illustrate this, figure 3 shows the perturbation tableau based on the transition matrix from outline 1 as a

grid. For its creation, the probabilities of each row of the transition matrix are cumulated. In the so-called

lookup step, it leads to the perturbation value for the respective original number of cases based on the

associated cumulative transition probability.

I
10+

5-9

Original frequency count
I

I
0,0 0,2

0.4

I Higher probalility -
}_ of unmadified
! values for higher
| frequency counts
Maximum
| = deviation:
+f-2

Mo 1lorinthe

I
_ perturbated table
I

} Zeroes remain
unmodified

0,6 0,8 1,0

Cumulated transition probahbilities

Perturbation value

B - -1

0

+1

Figure 2: Fictional example of a perturbation tableau

-

For a better understanding, figure 3 shows an example of the modifications in the original frequency

count "4".

Modification to ECIU_EIE p:?rtur— Probability Cumula_tfad
bation with probability

3 -1 0,25 0,25

4 L] 0,5 0,75

5 1 0,2 0,95

Figure 3: Cumulative transition probabilities for the original frequency count "4".

4. Table creation

When the perturbated tables are created, the original frequency count, the cumulative transition

probability for this original frequency count and the record key generated at the beginning come together

to determine the perturbation value:

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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When creating frequency count tables using the cell key method, not only the frequency counts are
determined. For each table cell, the record keys of all observation units that contribute to the
corresponding table cell are also aggregated. However, only the decimal places of the sum of the record
keys are relevant, so the value before the decimal point is set to 0. This results in a value between 0

and less than 1, the so-called cell key.

Figure 5 illustrates this mechanism for the combination of the characteristics "young respondents with

a medium income" and for the total of people with a low income.

o Ape Income Record Key
2 young high 0,68 Age
3 old low 0,14 Young | old | Sum
old medium 0,93 3
-——— RK = 0,14+0,84+
old medium 0,37 079=177
7 old low 0,84 low 5 —Cell Key=0,77
8 old high 0,19 =
9 old medium 0,26 E ; .
10 young high 0,43
11 old medium 0,99 medium
high 1 3
sum & 9 15
14 old low 0,79
15 old medium 0,25

Figure 4: Creating the cell keys for two examples by adding the corresponding record keys (RK) and setting the number before the
decimal point to zero.

The calculated cell keys for all original frequency counts are now fed back to the perturbation tableau.
Here, an alignment is made of the grid in which the cumulative probability corresponds to the
determined cell key. The perturbation value for the respective original frequency count is then read from
this column. The coloured marking of the relevant grid indicates the value with which the original

frequency count is perturbed.

In the example, the cell key of 0.44 calculated for the four young people with a medium income results
in a perturbation value of 0. This frequency count therefore remains unmodified. For the three people
with a low income, the cell key is 0.77, which corresponds to a perturbation of +1 according to the

perturbation tableau. This frequency count is therefore modified from 3 to 4.

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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Original frequency count

" 0,0 0,2 0,4 0,6 0,8 1,0

Cumulated transition probabilities

Perturbation value
O @ =

Figure 5: Lookup of the perturbation values from the perturbation tableau for the 4 young people with a medium income and a cell
key of 0.44 (blue) and the 3 people with a low income and a cell key of 0.77 (yellow).

If the procedure is applied to all cells of the table, the original frequency count table is modified using
the mechanism shown in figure 7.

Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53

16



Original table

Age
j: YOUNE | old | ¥
- lowr 0 3 3
[} w
= E | medium 4 5 9
=1 =]
5 | 2] high 2 1 3
3 5 g 15
Addition of the record keys,
decimal ploces only
Cell Keys Perturbation values
o Age Age
5 young | old | ¥ young | old | ¥
E low | 0,00 | 077 @077 . ow 0 41 11
w - w
; E medium| 0,44 | 080 0,24 Lookup from the E medium| O +1 -1
T | 2| high | 011 | 019 030 perturbation tableau 2| high -2 -1 o
8 ¥ 055 076 0,31 ¥ 0 +1 0
- I
Addition of the perfurbotion values
Perturbed table
Age
M Young | old | ¥
= low 0 4 4
+ w
i E | medium 4 B 8
= o
= 2| high 0 0 3
¥ 5 10 15

Figure 6: Depiction of the work steps of the cell key method

The perturbed table does not immediately show that it does not contain the original frequency count. At
second glance, however, it quickly becomes clear that the inner cells do not generally add up to the
marginal totals. This and other effects of the cell key method are presented in another article that

appeared as RDC working paper no. 54 (Rothe et al, 2024).

IV. Formal explanation of the cell key method

In its basic form, the cell key method is suitable for ensuring the confidentiality of frequency count tables.
An extension of the cell key method for value tables is now also available (Giel3sing/Tent, 2019), although
this has so far only been used in official German statistics for some value variables of the census 2022.
Therefore, the formal explanation of the methodology of the cell key method below is limited to its basic

form for frequency count tables based on the original publication by Fraser/Wooton (2005).
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The basic idea of the cell key method is to create uncertainty among users as to whether a published
frequency count corresponds to the original frequency count or if it has been slightly modified. For this
purpose, all original frequency counts are overlaid with a perturbation value. If d; € Z is used to denote
the perturbation value assigned to the i-th table field with original case number j; € N, this leads to the

modified frequency count k; according to
ki =ji + di'

As with all data-altering procedures, one of the key features of the cell key method is that all original

frequency counts can be altered regardless of their criticality or risk of detection.

1. Requirements for the perturbation values

The following properties apply to the perturbation values d; for all i:

1.1. Unbiasedness: E[d;] = 0, i.e. no systematic distortion of the overall result results from the
perturbation of the table fields.

1.2. Non-negativity: d; = —j;, i.e. itis ensured for each table cell that the perturbation does not result
in a negative frequency count Vi: k; = 0.

1.3. Integral values: d; € Z, i.e. the perturbation values must be integers so that integerness is also
guaranteed for the changed frequency counts. Conditions (b) and (c) therefore result in k; €
No.

2. Parameters of the cell key method

The application of the cell key method requires the definition of parameters and conditions that
determine the stochastic model used to assign the perturbation values. A distinction is made between
mandatory parameters and additional optional restrictions. The specific design of the parameterisation

is always carried out by the specialist department responsible for the statistics in question.
Specifically, two parameters must be defined:

» Maximum deviation D € N between the original and modified frequency counts, so that
Vi:|d;| < D.

» Variance V of all deviations from the original frequency counts: The variance equals
V:=Var[d;] = E[df] = X _p(p; - ).

By the determination of D the value range of V implicitly results in (0; D?].

The definition of the maximum deviation between the original and modified frequency counts serves in
particular to control the loss of information induced by the data modification and thus the quality of the

output that is kept confidential. The variance of the deviations from the original frequency counts is used
Statistical Offices of the Federation and the Federal States, Research Data Centres, working paper no. 53
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to calibrate the uncertainty that the data modifications create for the users. A low variance implies that
a high proportion of the original frequency counts are changed only slightly or not at all (i.e. d; = 0). The
larger V is selected, the greater the probability that (considering the specified maximum deviation D)

high deviations will occur between the original and modified frequency counts.

3. Transition matrix

The maximum deviation from the original frequency count and the variance of the perturbation values
largely determine the probabilities with which a specific perturbation value is assigned to an original
frequency count. Below, pj, € [0; 1] denotes the probability that the original frequency count j is
modified to the frequency count k (or receives the perturbation value d = |j — k|). As this probability
only depends on the value of the original frequency count but not on a specific table cell i, the index i
can here be omitted. The (conditional) transition probabilities are collected for all combinations of

possible original frequency counts and modified frequency counts in the so-called transition matrix T:

Poo Po1 Poz - Pok
Pio P11 Piz - DPik
| P20 P21 P22 - D2k
T= : : : .

kpjo bj1  Pj2 Pjk )

T is a square matrix that has the following properties:

> T contains the so-called probabilities p;; with j = k on the main diagonal, i.e. the probabilities
that an original frequency count j remains unchanged.

» Row-wise, T contains the conditional probability distributions for the perturbations of the original
frequency count j, that is Vj: Y pjx = 1.

» Due to the mandatory determination of a maximum deviation DD from the respective original
case numbers, pj, =0forallk € { — D, ...,j + D}.

» For small frequency counts j < D, the interval actually defined by D for the possible frequency
counts after data modification [j — D, ...,j + D] cannot be fully exploited in order to meet the
condition of non-negativity of the modified frequency count. The actual interval for the possible
frequency count after changing the original frequency count j is therefore
11 = [max{j — D; 0}, ...,j + D]. Negative perturbation values are therefore only possible to a
limited extent when the original frequency count is small (while at the same time ensuring that

the modified frequency count is undistorted) (Héhne/Hdninger, 2018).
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4. Further optional restrictions for the calibration of the transition matrix

In addition to the above-mentioned mandatory parameters D and V, further additional conditions can

optionally be formulated which influence the shape of the transition matrix. Possible restrictions are:

» Determination of a probability of retention: It can be determined that a certain proportion P, of
all original frequency counts shall remain unmodified. In this case, P, - 100% of all frequency
counts in the confidential tables correspond to their respective original values.

» Original zeros shall remain unmodified: pyg = 1 respectively Vk > 0:py, = 0. Characteristic
combinations that do not exist in reality remain excluded even after using the cell key method.

» Exclusion of small frequency counts after data modification: The output of very small modified
frequency counts can optionally be excluded up to and including a threshold value m > 0.
Vj:pjr = 0 then applies to the corresponding modified frequency counts k = 1, ..., m. The
corresponding column vectors for the excluded modified frequency counts in T then correspond
to the zero vector. Specialised departments often exclude 1 as a modified frequency count
(Vj:pjr = 0).

> Ensuring a symmetrical distribution: Vd € {—D, ...,D}:pj(j—a) = Pj(j+a), I-€. Modifications of an
original frequency count by the perturbation values —d and d have the identical probability. This
results in a symmetrical distribution of the transition probabilities for each frequency count j
around the corresponding probability of retention p;;. Please note that the symmetry property of
the perturbation distribution can only be guaranteed for those original frequency counts j for
which j = D applies. If small modified frequency counts up to and including the threshold value

m are also excluded, this condition expands to j > D + m.

5. Calculation of the transition matrix

On the basis of the mandatory parameters and considering the further optional restrictions on the design
of the transition matrix, the specific (conditional) distribution of the perturbed values must be calculated
for each original frequency count. For this, Marley/Leaver (2011) propose to maximise the entropy of
the (conditional) perturbation distributions. Entropy represents a measure of dispersion of a probability
distribution, the maximisation of which can be interpreted in this context as minimizing the risk of
detection (Marley/Leaver, 2011). If IT denotes the set of possible modified frequency counts for a given
original frequency count, then the maximisation problem for calculating the perturbation distribution for

the original frequency count j is

max {— Z (pjk - loga pjk)}-

keIl
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Including all formulated secondary conditions, this results in a non-linear system of equations. Giel3ing
(2016) presents an approach to solve the optimisation problem using a Lagrangian approach, which is
used in the R package ptable (Enderle, 2023) to create CKM-transition matrices. Further information

on maximising entropy can be found in Enderle/Vollmar (2019).

For all original frequency count j > m + D, the perturbation distribution is structurally identical, i.e.
VI = 0:pjx = p(j+pk+0)- 1he resulting perturbation distribution for j = m + D + 1 — shifted to the right by

a € N columns in T — also applies to all larger original frequency counts j + a.

6. Record keys and cell keys

Once the transition matrix T has been specified, concrete perturbation values are assigned to the

original frequency counts. This is done based on the available data.

For this, a fixed random number r, ~ U[0; 1] is first assigned to each statistical unit s = 1,...,S in the
microdata set. The random numbers are drawn from a continuous uniform distribution and are called
record keys. The record key assigned to a statistical unit remains identical for all evaluations that are

created for the affected statistics, at least for the current reporting period.

At the table cell level, the record keys are used to create a “key number” for each individual table cell,
which is used to assign the perturbation value for the relevant table cell. This so-called cell key c; is

calculated for table cell i according to

- Yn-[Zn
s€l

SEI

~U[0;1),

where the set I contains all feature carriers s that contribute to table cell i. To calculate the cell key for
table field ii, the sum of the record keys of all feature carriers contributing to ii is reduced by their next
smaller integer amount (back term with lower Gaussian bracket). This calculation operation is
necessary because uniformly distributed random variables lose their distribution properties when
summed (front term) and the correction restores the property of a continuous uniform distribution for
the cell keys. As a result, after this step, each table field to be overlaid has a specific cell key with a
value c; € [0; 1), which depends on the specific feature carriers or their record keys that contribute to
the table field. The procedure presented here ensures cross-table consistency of the changed case
numbers, since logically identical table fields (i.e. with identical contributing feature carriers) always

receive the same cell key.
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7. Assignment of the perturbation values

In a final step, the generated cell keys are used to decide which specific overlay value is assigned to a

table field based on the specified transition matrix.

For this purpose, the transition matrix is converted into a so-called overlay tableau by gradually
aggregating the overlay distribution for each original case number j. For this purpose, the distribution

function F; is defined according to

Fi(d) = Z 12978
bsd;deA

where the set A; = {dy,d,, ..., d,_4,dy} contains all perturbation values that are suitable for j and pg;
denotes the probability of a perturbation of the original frequency count j with the perturbation value d.
The value of the individual transition probabilities is mapped over the width of the intervals [0; F;(d,)],
(Fi(d1); Fi(dp)], ..., (Fi(dyn—1); F;(dy)], where; Fj(d,) = 1. Thus, the union of all intervals covers the

interval [0; 1] completely and without overlaps.

Since the cell keys are equally distributed on the interval [0; 1), the perturbation value can be assigned
based on a simple comparison between the cell key of a table cell and the distribution function of the
perturbation values. The perturbation value d; is assigned to the table cell i with cell key c; using the

following mechanism:
di = dy|dy € A:¢; € (Fj(dy-1); Fj(d,)]

The perturbation value d, is therefore selected as the perturbation value for the table cell i if the cell
key of the table cell falls within the subinterval which is spanned by the distribution function values of
d,._, and d, (and whose width corresponds to the probability of an overlay with d,). This assignment
mechanism is applied to all table cell that are to be perturbed. The uniform distribution property of the
cell keys ensures that across all tables the proportion of table cells perturbed with a specific perturbation

value corresponds to the respective transition probability pg; - 100%.

V. Conclusion

With the cell key method, a new secrecy procedure is finding its way into official statistics and thus also
into Research Data Centres. The cell key method is a method based on post-tabular stochastic
perturbation. The fixed assignment of a record key to each statistical unit ensures that modifications of
the original frequency count occur consistently and can be replicated across different program runs.

However, this comes at the expense of the additivity of the result tables. The RDC working paper 54
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“The cell key method at the Research Data Centres of the Statistical Offices of the Federation and the

Federal States. Part 2: Effects of the new confidentiality procedure” describes in detail what effects the

application of the cell key method has on frequency tables and key figures (Rothe and others, 2024).
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